AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT | 1 Contract 1D Code Page 1 Of 2

Fi rm Fi xed-Price

2. Amendment/M odification No. 3. Effective Date 4. Requisition/Pur chase Req No. 5. Project No. (If applicable)

P00004 2012FEB14 SEE SCHEDULE

6. I'ssued By Code | wg2p13 | 7-Administered By (If other than Item 6) Code

ROCK | SLAND CONTRACTI NG CENTER
CCRC-DC

STUART J. HONN (309) 782- 2997
ROCK | SLAND, |L 61299-8000
BLDGS 60 & 390

EMAI L: STUART. J. HONN@JS. ARMWY. M L SCD PAS ADP PT
8. Name And Address Of Contractor (No., Street, City, County, State and Zip Code) I:' 9A. Amendment Of Solicitation No.
T4, LLC

5285 SHAWNEE RD STE 500

9B. Dated (See ltem 11)
FAI RFAX, VA 22312-2328

10A. M odification Of Contract/Order No.

W1QUZ- 11- D- 0015
TYPE BUSI NESS: Ot her Snall Business Performing in U S 10B. Dated (See | tem 13)

Code 5FCS4 | Facility Code 2011FEBLO

11. THISITEM ONLY APPLIESTO AMENDMENTSOF SOLICITATIONS

|:| The above number ed solicitation isamended as set forth in item 14. The hour and date specified for receipt of Offers

|:| isextended, |:| isnot extended.
Offersmust acknowledge r eceipt of thisamendment prior to the hour and date specified in the solicitation or asamended by one of the following methods:
(a) By completing items 8 and 15, and returning copies of the amendments: (b) By acknowledging r eceipt of thisamendment on each copy of the
offer submitted; or (c) By separate letter or telegram which includes a refer ence to the solicitation and amendment numbers. FAILURE OF YOUR
ACKNOWLEDGMENT TO BE RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERSPRIOR TO THE HOUR AND DATE
SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by virtue of thisamendment you desire to change an offer already submitted, such change
may be made by telegram or letter, provided each telegram or letter makesreference to the solicitation and this amendment, and isreceived prior to the opening
hour and date specified.

12. Accounting And Appropriation Data (I required)
NO CHANGE TO OBLI GATI ON DATA

13. THISITEM ONLY APPLIESTO MODIFICATIONS OF CONTRACTS/ORDERS
KI ND MOD CODE: 7 It Modifies The Contract/Order No. As Described In Item 14.

A. This Change Order is|ssued Pursuant To: The Changes Set Forth In Item 14 AreMade In
The Contract/Order No. In Item 10A.

B. The Above Numbered Contract/Order |sM odified To Reflect The Administrative Changes (such as changesin paying office, appropriation data, etc.) Set
Forth In Item 14, Pursuant To The Authority of FAR 43.103(b).

C. This Supplemental Agreement IsEntered Into Pursuant To Authority Of:

D. Other (Specify type of modification and authority)

LD ]| O

E.IMPORTANT: Contractor |__x| isnot, |:| isrequired to sign thisdocument and return copiesto the I ssuing Office.

14. Description Of Amendment/M odification (Organized by UCF section headings, including solicitation/contract subject matter wher e feasible.)

SEE SECOND PAGE FOR DESCRI PTI ON

Contract Expiration Date: 2016FEB14

Except as provided herein, all terms and conditions of the document referenced in item 9A or 10A, as her etofor e changed, remains unchanged and in full for ce and
effect.

15A. Name And Title Of Signer (Typeor print) 16A. Name And Title Of Contracting Officer (Typeor print)
JEFFREY GOLLON
JEFFREY. S. GOLLON@JS. ARMY. M L (309) 782- 5369

15B. Contractor /Offeror 15C. Date Signed 16B. United States Of America 16C. Date Signed
By / Sl GNEDY 2012FEB14
(Signatur e of person authorized to sign) (Signatur e of Contracting Officer)
NSN 7540-01-152-8070 30-105-02 STANDARD FORM 30 (REV. 10-83)

PREVIOUSEDITIONSUNUSABLE Prescribed by GSA FAR (48 CFR) 53.243



Reference No. of Document Being Continued Page 2 of 2
CONTINUATION SHEET
PIIN/SIIN V@1QUZ-11-D- 0015 MOD/AMD P00004

Name of Offeror or Contractor: T4, LLC

SECTI ON A - SUPPLEMENTAL | NFORVATI ON
The purpose of this nodification is:
1. To update section A Specifically, section A 2 Governments Contract Administration is hereby revised to read as follows:

A. 2 CGovernnents Contract Adninistration

The basic contract will be adm nistered by the office indicated in SF30, Block 7. Individual orders will be adm nistered as
designated in the order.

ACC-RI Contracting Ofice:

Contracting O ficer: Jeffrey S. Gollon

E-mai | address: jeffrey.s.gollon.civ@mil.ml
Tel ephone nunber: 309- 782- 5096

Contract Specialist: Stuart J. Honn

E-mai | address: stuart.j.honn.civ@mail .nil
Tel ephone nunber: 309- 782- 2997

Orbudsman: Any J. Vansickl e

E-mai | address: any.j.vansickle.civ@mil.ml
Tel ephone nunber: 309- 782- 1002

Conput er Hardware, Enterprise Software and Sol uti ons (CHESS):

Contracting Oficers Representative: Sophia D. Scott
E-mai | address: sophi a. d. scott.civ@mil.ml
Tel ephone nunber: 703- 806- 8439

2. To incorporate a revised DD254 dated 09 February 2012, into the contract as attachnent 5. This DD254 replaces the previous
DD254 i ncor por at ed under Mbdi fication P0O0003.

3. Al other terms and conditions of this Basic Contract W1QUZ- 11- D-0015 remai n unchanged.

*** END OF NARRATI VE A00Q1 ***



——————— 7. GLEARANGE AND SAFEGUARDING
DEPARTMENT OF DEFENSE: . & FAGLITY CLEARANCEREQUIRED
CONTRACT SECURITY CLASSIFICATION SPECIFICATION SECRET
{The requireménts of the DoD Industrial Security Manual 8pply. - e
"t 8l securiy aspocts of thls oot b, LEVEL OF samcumnmg gigpmﬁo
2, THIS SPECIFICATION 18 FOR: (X dnd vomplste as app(fcel;la) 3, T_HIS SPECIFICATION I8: (X snd complele a5 applicable): ,
X' #: PRIME CONTRACT NUMBER ) ’ A ' X ) AL ICoHiIE date e "TDATE {YYYYMMDD}
wnguz_{ I‘D“OG s A o, ORIGINAL (Con_;_ple!a date i all 68365} 20] 109 1 3
b SUBCONTRACT NUMBER™ ) b REVISED: REVISION NO; DATE {YYYYMMDO)}
{Supersedes all CE . s
provioys spacs) .
¢ SOLICITATION OR OTHER NUMBER DUE DATE (YYYYMMDD} o DATE (YYYYMMOD} )
: . FINAL (Complgle llem:& in all cases) i

4, 1S THIS A FOLLOW-ON CONTRACT?
Cingsified materiat recelved or generaled under

» } YES

]__2(___1 NO.

JEYes complefe the followlng!

(Praceding Contract Numberj I8 ransferred 1o this follow-on caniracl,

5. 18 THIS A FINAL DD FORM 2647
1 Tespons6 1o e Lonlratdrs reques) daled

f l YES
 Tetantion of

[LX_]NO. I Yes, complete the following;

Wi classified matorial (s aithionized 161 the perod-of

%, CONTRACTOR (neide Commerciel shd Sovernent Entity (CAGE) 060e).

o

8. NAME, ADDRESS, AND ZIP.CORR o 5. CAGE CODE |6, COGNIZANT SECURITY GFFIGE (Nam, Address, and Zip Cade)
T4 LLC SFCSS | Defense Sceurity Serviee (IOFCS1)
5285 Shiwact Road’ 241 1 8ihStreét Suite:100-A '
Alegandria, YA22312 Arlington, VA-22202
Voice: 703-604-3286
; Pax: 703:602-0533
7. SUBGONTRACTOR
a. .NAME, ADDRESS, AND 21P CODE b CAGE CODE | ¢ GOGNIZANT SECURITY OFFICE (Name, Address, and 2ip Code)
/
8. ACTUAL PERFORMANCE - —
‘s, . LOCATION B CAGE CODE | 6. COGNIZANT SECURITY OFFICE {Naine, Address, and Zip Coda}
Site identified in the individual-order;

9. 5(3ENERAL IDENTIFICATION OF THIS PROCUREMENT

solutions are categorized.in the foll

‘Wartahity apd Mainteninice,

The Information Techrology Services —Small Busingss (IT5-8B) will ifiéludis @ range of seevices and solutions ecessary: for the Army 1o satisfy
ity supportofthe Army enterprise infrastrictare nd infostructure goals with information technology (IT) services within CONUS. The IT 5
owing task arcas; Electronic Product Environmental-Assessment ‘Tool (EPEAT), Information Assurance (1A),

TIndependent Verifigation'& Validation (IV&V), Internet Protocol Version 6 (IPv6) Engineering Servives; Migemtion Fintegration IT Services, and-

ervices

10, CONTRACTOR WILL. REQUIRE ACCESS TO: YES | NO-[11. IN PERFORMING THIS CONTRACT, THE CONTRACTORWILL:  |YES NO
"o COMMUNICATIONS SECURITY (COMSEC) INFORMATION X oAV 5 EERCN '11 FUTREORUA TN ORLE AT ANOTER 5
b; RESTRIGTEGDATA ’ _ N1 b, RECEVE CLASSIFIED DOGUMENTS DMLY X
6. GRITIGAL NUCLEAR WEAPON DEBIGH INFORIMATION: 51 o REGEVE AND GENERATE CLASSIFIED MATERIAL X
d FORMERLY RESTRIETED DATA S 1 5. FABRIGATE, MODIFY, OR STORE CLASSIFIED HARDWARE X
o, INTELLIGENCE INFORMATION | MY b4
{1) Sensitve Gompanmented information ($¢1) ; LASSIEIEE P
i@ NowSEL . X X
', SPECIAL ACOESS INFORMATION X | B REQUIRE A COMSET ACCOUNT' 1K
g, NATO INFORMATION v L HAVE TEMPEST REQUIREMENTS X
b, FOREIGN GOVERNMENT INFORMATION M |] HAVE OFERATIONS SECURITY (OPSEG) REGUIREMENTS %
U LIMITED DISSEMINATION INFORMATION | BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE %
i FOR OFFICIAL USE ORLY INFORMATION X1 I OTHER (Spacify} o X
k. OTRER {&pucify) LR B4
DD FORM 254, DEC 1999 PREVIOUS EDITION 15 OBSOLETE, Aidoba Profassanal 70




12; PUBLIC RELEASE, Anyinformalien (classified or unclagsifiod). pertalning 1o s gontract shall not k}:e,ré!:s_asw tor public dissemination excepl a8 provided” -
by the Industrial Seourity Manyal or unless 1 has-been approved for public release by appropflate U.8; Govetnmait anm'ori&y. Pproposed public releases shall

be submitted for ajipioval prior 15 felease [ oireat [T viwough (specity)
PEO EIS, PM CHIESS, tind Coniracting Officer

to'the Directorate fof Freedorm of Information and, Sacirity Review, Officd of the Assistant Sacratary of Bafenss (Public Affairs)* for revigw,

Iy the case of nom-DoD User Ageiicles; requests for disclosire shall be subinilited to thatagency.,

BEGURITY GUIDANCE. The securliy classificatlon guldance needod for s claseified offorl is identiied below:. I any ditfisulty is encounfered in applylng this
guldance ar if any other corlributing fastor Indicales o nead forchanges iy thilg guidance, the.contractor Iy authorized.and encouraged 1o provide reconmended
changes; to challange the guidance or the classification assigned-to sny information or matertal furnished or genarated under this contract;. and to submit-any
questions for intarpretation of this guidance to tha officlal identified below: Pending final declsion, the information involvad shall-be: handlad and protecied. at the
highast leval of classification asignad of recommended. {Fillin as appropriale for the classified effart.- Altach, or forward under sepurale corraspondenca, any
dogumants/guides/ostracts bfergnced hersiin,:Add addilional pages s naedad lo provide complefe guidance.). )

13

NOTE: T4, LLC currently.dogs not hiave the Facility Clearance requiréd,

This DD Forim 254 dog§.not authoiize classified work to be performed.

Fhis DD Foimy 254 details the scope of clagsified work that may be perfornied under individual delivery/task-orders,

Fach elassified delivery/task arder-will be required o have a:DD Form 254 with the appropriate security requirenients (i.e; Secret)
' 1

Individual classified (Delivery/ Task) Qrdc;rs shall cofttain o DD _Far’n1254 outlining the level of classifieation and instructions

applicable fo the individual (Delivery/Task) orders,” Specific instructions will be provided with each order.

See Attachment 1 Ttem 13 Security Guidance.
Reference 10j See Appendage #1 - Safeguarding "For Official Use Only" (FOUO) Information

Kefetence 104; Seé Appendage #2 - Additional COMSEC Guidelines: /

14. ADDITIONAL SECURITY REQUIREMENTS. Reguifemente, in addiion 1SM r6quirements, aré estabiishied Tor (his contract; X [ yes ] lva’

{if Yes, identity the pettiniant conlraclual clauses in e contract document liself, or pravide an appropridte Stalermedt which idenlifies he &duifona

requirements.. Provide.a copy of the requirements lo.the caghizait secully offiée. Use lém 13 if addifional space (§ noeded,)
Corteactors arereqiired 1o have GPSEC training IAW/AR 53041, chapter 422, PLRO EIS oF snothier poveniment dgeticy sy provide the OPSEC
{rainiig.

15 TNSPECTIONS. _ Elomonts of s contract are oulsida tha Inspacton responalbiity o e cognizant sacuriy offce, ‘ , Yes | X |No
(if Yes, explain and identily specific aroas ar elements carved out and the aclivity responsibla for inspections.” Use ltem:13 i addiliorial space is needed ) '

16, GERTIFICATION AND SIGNATURE. Security requirements stated horeln aro complete and adequiate for safeguarding the classifiod
informatian to.be relaased.or gonerated under this classified effort, Al questions shall bg reforred to the official named balow:

. TYPED NAME OF GERTIFYING OFFICIAL. b TILE  © 2. TELEPHONE (lnclide Area.Cove)
Sharon Godfrey Industrial Security Mannger (703 806-3088

4. ADDRESS {Intiude:Zlp Coda) T 47, REQUIRED DISTRIBUTION

PEO BISHE. o ~ X | 8 CONTRAGTOR

9350 Hall Road, Building 1443 b SUBGONTRAGTOR

FortBelvoir, VA 220560-3526 ¢ COBNIZAIT SECURITY GFFICE FOR PRIME AND SUBCONTRACTOR

d: US. ACTIVITY RESPONSIBLE FOR GVERSEAS SECURITY ADMINISTRATION
o.. ADNINISTRATIVE CONTRACTING QFFICER.
{: DTHERS AB NECESSARY:

o SIGNATURE , [FZ= 5T 58

XiX X




Attachment 1

Item 13 Security Guidance

Reference DD Form 254 Blocks:

Contractors will comply with the threat awareness and reporting requirements
as specified in AR 381-12, paragraph 1-14 and chapter 3, and the National
Industrial Security Program Operating Manual (NISPOM), February 28, 2006
(latest edition)

Personnel performing on this contract must be U.S. CITIZENS.

10(a) When applicable to the delivery order see DD Form 254 block 13
reference 10a.

10(j) Projection of For Official Use Only (FOUO) Information, contractual, and Privacy Act
information. FOUO information shall be marked and protected IAW AR 25-55 (Freedom
of Information Act Program) and Chapter 5, AR 380-5 (DA Information Security Program).
See Appendage #1 Safeguarding "For Official Use Only" (FOUQ) Information.

Personally Identifiable Information (PIl) shall be protected IAW the Privacy Act (6 USC
552a), AR 25-1, and DODI 8500.2 Information Assurance (IA) implementation.

11(a) Access to classified information is restricted to properly accredited
Government activities. The contractor will not be required to have any
safeguarding capability at its facility. Secret or Top Secret security clearances
are required to access classified information. Security Clearance levels will be
indentified in the individual classified orders. The using activities (U.S.
government) personnel will provide security classification guidance for the
performance of this contract. Classified Material/Information will be protected
IAW AR 380-5.

11 (e) The ITS-SB contractors will support a range of services and solutions
necessary for the Army to satisfy its support of the Army enterprise
infrastructure and infostructure goals with information technology.

Contractor personnel shall be familiar with and comply with all Government
requiring activity OPSEC policy and procedures at work locations and visiting
sites. Government personnel will provide OPSEC training. See Block 14.

The Government activity will provide classification guidance in the performance of the contract.



Appendage # 1

SAFEGUARDING “FOR OFFICIAL USE ONLY” (FOUO) INFORMATION

1. The “FOR OFFICIAL USE ONLY” marking is assigned to information at the time of
its creation in a DOD User Agency. It is not authorized as a substitute for a security
classification marking but it is used on official Government Information that may be
withheld from the public under exemptions 2 through 9 of the Freedom of Information
Act.

2. Other non-security markings such as “Limited Official Use” and “Official Use Only”
are used by non-DOD User Agencies for the same type of information and should be
safeguarded and handled in accordance with instructions received from such agencies.

3. Use of the above markings does not mean that the information cannot be released to
the public, only that it must be reviewed by the Government prior to its release, to
determine whether a significant and legitimate Government purpose is served by
withholding the information portions of it.

4. IDENTIFICATION MARKINGS:

a. An unclassified document containing FOUO information will be marked “For
Official Use Only” at the bottom of the front cover (if any), on the first page, on each
page containing FOUO information, on the back page, and on the outside of the back
cover (if any). No portion marking will be shown.

b. Within a classified document, an individual page that contains FOUO and
classified information will be marked at the top and bottom with the highest security
classification appearing on the page. If an individual portion contains FOUO information
but no classified information, the portion will be marked ‘FOUO.’

c. Any “FOR OFFICIAL USE ONLY” information released to a contractor by a
DOD User Agency is required to be marked with the following statement prior to
transfer:

THIS DOCUMENT CONTAINS INFORMATION EXEMPT FROM MANDATORY
DISCLOSURE UNDER THE FOIA. EXEMPTIONS APPLY.

d. Removal of the “FOR OFFICIAL USE ONLY” marking can only be
accomplished by the originator or other competent authority. When “FOR OFFICIAL
USE ONLY?” status is terminated, all known holders will be notified to the extent
possible.



5. DISSEMINATION: Contractors may disseminate “FOR OFFICIAL USE ONLY”
information to their employees and subcontractors who have a need for the information in
connection with a classified contract.

6. STORAGE: During working hours “FOR OFFICIAL USE ONLY” information shall
be placed in an out-of-sight location if the work area is accessible to persons who do not
have a need for the information. During non-working hours, the information shall be
stored to preclude unauthorized access. Filing such material with other unclassified
records in unlocked files or desks is adequate when internal building security is provided
during non-working hours. When such internal security control is not exercised, locked
buildings or rooms will provide adequate after hours protection or the material can be
stored in locked receptacles such as file cabinets, desks or bookcases.

7. TRANSMISSION: “FOR OFFICIAL USE ONLY” information may be sent via first-
class mail or parcel post. Bulky shipments may be sent fourth-class mail.

8. DISPOSITION: All Army products containing sensitive, but unclassified information
(FOU, Privacy Act Information, etc.) should be destroyed as classified trash. Shredding
is the principal method for destruction of such trash.

9. UNAUTHORIZED DISCLOSURE: Unauthorized disclosure of “FOR OFFICIAL
USE ONLY” information does not constitute a security violation but the releasing agency
should be informed of any unauthorized disclosure. The unauthorized disclosure of
FOUO information protected by the Privacy Act may result in criminal sanctions.



Appendage 2

CONTRACT#

ADDITIONAL SECURITY GUIDELINES FOR COMSEC

Contractor Generated Communications Security (COMSEC) Material: Any material generated
by the contractor (including, but not limited to: correspondence, drawings, models, mockups,
photographs, schematics, status programs and special inspection reports, engineering notes,
computations and training aids) will be classified according to its own content. Classification
guidance will be taken from other elements of this Contract Security Classification Specification,
DD Form 254, Government furnished equipment or data, or special instructions issued by the
Contracting Officer, or his/her duly appointed representative.

REQUIREMENTS:

1. The requirements of DoD 5220.22-M and NSA/CSS Policy Manual 3-16 are applicable to this effort.

2. All contractor personnel to be granted access to classified COMSEC information must be U.S. citizens
granted FINAL clearance by the government prior to being given access. Immigrant aliens, interim cleared
personnel, or personnel holding a contractor granted CONFIDENTIAL clearance are not eligible for access
to classified COMSEC information released or generated under this contract without the express permission
of the Director, NSA.

3. Contractor employees or cleared commercial carriers shall not carry classified COMSEC material on
commercial passenger aircraft anywhere in the world without the approval of the procuring contracting
officer.

4. No contractor generated COMSEC or government furnished material may be provided to the Defense
Technical Information Center (DTIC). Contractor generated technical reports will bear the statement "Not
Releasable to the Defense Technical Information Center per DoD Directive 5100-38."

5. Classified paper COMSEC material may be destroyed by burning, disintegration, chopping or high
security crosscut shredding. Cryptographic key tapes must be “terminally” destroyed (destroyed to the point
where it cannot be reconstructed) utilizing devices listed on the Evaluated Products List (EPL) for Punched
Tape Destruction Devices or the EPL for High-Security Disintegrators. A listing of EPLs can be found at
http://www.nsa.gov/ia/government/mdg.cfm. When a method other than burning is used, all residue must
be reduced to pieces Smm or smaller in any dimension. When classified COMSEC material other than
paper is to be destroyed, specific guidance must be obtained from the User Agency.




6. Unclassified COMSEC information released or generated under this contract shall be restricted in its
dissemination to personnel involved in the contract. Release in open literature or exhibition of such
information without the express written permission of the Director, NSA, is strictly prohibited.

7. Recipients of COMSEC information under this contract may not release information to subcontractors
without permission of the User Agency.

8. Additional notices to be affixed to the cover and title or first page of contractor generated COMSEC
documents:

a. "COMSEC MATERIAL - ACCESS BY CONTRACTOR PERSONNEL RESTRICTED TO U.S.
CITIZENS HOLDING FINAL GOVERNMENT CLEARANCE."

b. "THIS PUBLICATION OR INFORMATION IT CONTAINS MAY NOT BE RELEASED TO
FOREIGN NATIONALS WITHOUT PRIOR SPECIFIC APPROVAL FROM THE DIRECTOR, NSA.
ALL APPROVALS WILL IDENTIFY THE SPECIFIC INFORMATION AND COPIES OF THIS
PUBLICATION AUTHORIZED FOR RELEASE TO SPECIFIC FOREIGN HOLDERS. ALL
REQUESTS FOR ADDITIONAL ISSUANCES MUST RECEIVE PRIOR SPECIFIC APPROVAL FROM
THE DIRECTOR, NSA."



	SECTION A

